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2XETIKA ME TO EPIO

H amdtn anotelel éva amno ta peyohutepa npofAnpata tov teAeutaio kalpd, Kabwg oL eykKAnUaTieg Tou KuBepvoxwpou
XPNOLUOTIOLOUV TaXUTEPEG KOL TILO KOLVOTOMEG TEXVOAOYIEG YLO TNV TIPOYLOTOTOLNON EKOTPATELWY AmATNG. H avamtuén
™G npootaciag amno to phishing e tn orBela Tou avBpWOU AMALTEL TNV EKMAISEVON TWV XPNOTWY, WOTE VA UIMopouV
va avayvwpilouv kat va avtamnokpivovtal katdAAnAa otig embéoelg phishing.

Safeguarding your digital future

To €pyo otoxeVEel oTnV ekmaibeuon Twv dolTNTWY TWV EPUUATWYV TPLToPAbuLag ekmaideuong, Twv EKMALSEUTIKWY, TOU
TIAVETILOTN ULOKOU TIPOCWTILKOU (EAN TNG KOWOTNTOGC), TWV EKTTALSEUTIKWY KEVTPWY KOL TOU ETLXELPNMUATIKOU TOUEQ
(epyodoteg kal epyaldpevol). EmMutAéov, To £pyo amOOoKOMEL eMiong otnv evOdppuvon TNG KPLTIKAG okEYNG TNG opadac-
OTOXOU OTOV TOMEQ TNG AoPAAELOG OTOV KUBEPVOXWPO.

H opdada €pyou €xel avamrtuéel €va mMPOypapa Omoudwy, UAKO NAEKTPOVIKNAG MABNoNG, éva WUIKTO mepLBailov
pabnong, teot autoaflodoynaong, cvotnua afloAdynong kot afloAdynong YVWOEWV KOl TIPOCOUOLWOELG HE Bdon
mavidla yla toug padnTég Kot AAOUC XPAOTEG yLa TV pootacio amno entb£oelg phishing, kaBwg kat yla tnv avamtuén
KavoTATWV 1ou Ba toug BonBrioouv va yvwpilouv TG amelAég Kal va AapBdvouv KatdAAnAa mpoAnmTIKd PETPa.

Ta KUPLA TVEUHATIKA amoTeAEéopOTA elvat:

1. AvaAuon tng LEAETNG KAl oUOTACELG: Altoduyr) emibBeoswv phishing katl BeATiwon TG KPLTIKAG OKEYNG,
2. Npdypappa ocroudwy,

3. HAEKTPOVIKO EKTTALOEUTLKO UALKO,

4. NpooouOLWOELS YLa TV ekmaibeuon (gamification),

5. Juothpata auvtoafloAdynong Kat aloAdynong yVwoswy,

6. MeB060AOYIKEG KOTEUBUVTNPLEG YPAUMEG VLA TOUG EKTIOLEEUTEG KaL TNV edappoyn tng evotntag CyberPhish.

KATEYOYNTHPIEZ TPAMMEZ lNA THN OPTANQ2zH THZ KATAPTIZHZ

Mpotaoelg kat kaBodrynaon yLa TNV opyavwaon TnG KATAPTLONG TwV CUHUETEXOVTWY otnv evotnta CyberPhish.

To pabnua Cyberphish Ba pnopoloe va opyavwBel XpnOLLOMOLWVTAC LA TTPOCEYYLON ULIKTNG LdBnong, cuvdualovtag
Stadiktuakég kat Sta Lwong peBodoug SidaockaAiag. Autd onuaivel otL n Sladlkacio AMOKINONG YVWOEWY Kal
Seflotntwy Baociletal toco oe Sla {wong 600 kal g Stadiktuakn dtdaokalia: oepvapla UTo TV kKaBodrynon evog
AéKTOpa, AVEEAPTNTN EPYACLO TWV CUMMETEXOVTIWV UE TN Xpnon Stadlktuakol eKMALSEUTIKOU UALKOU KOl OLOKNOELG
opabLKn G cuvepyaoiag.

Elval onUavTLKO OL CUMHIETEXOVTEG VOL UITOPOUV val £XOUV TNV UTIOCTAPLEN ToU SLEACKOVTO OE OMOLOSATIOTE CNELD TNG
pobnotakng dtadikaciag (ektog amd tnv teAkn afloAoynon Twv yvwoewv), dnAadn va Unopoulv vo KAVOUV EPWTNOELS
evlladEpovtog, va {ntouv Bonbela av anotuyxouv 1 dev kataAafaivouy Mwe vo KAVOUV pLa epyacia Kat va Aapfavouy
umootnpLen kat avatpodpodotnon amno toug SLEACKOVTEG.

Opada-otoxog. Ot poltntég Tne tpLtofadutog ekmaidsuong amoteAolv TNV KUPLO OUASA-0TOXO TOU TTapOVTOoC £pyouUl.
Kata tn 6ldpkela TNG TUAOTIKAG KATAPTIONG €MAEXONKav doltntég amd SladopeTKA MPOYPAUUATO OTOUSWV.
Xpnolpomnoinoav MPonyuéVO eKMALSEUTIKO UALKO, €€aoknONKavV O€ TPOCOUOLWOEL; POCLOUEVEG Ot TayviSla Kol
TipaypaTonoinoav TeOT aUTOAELOAOYNONG Kal a§LOAOYNONG TWV YVWOEWV YloL VA TIPOCSLOPIoouV To eMimedo Twv
YVWOEWV TOUC TIPLV KOL PETA TO HABnua. OL cupuetéxovteg mpEnel va SlaBétouv Baotkég deflotnteg Pndlakol
YPOUUOTIOUOU. EKTOC armd autd Sev umdpyouv GAAEC TPoUTOBETELG YLA TIG YVWOELG N TLG S€ELOTNTEG TWV OTIOUSAOTWV.

OLekmatdevutikol elyav eniong nmpocBoon og Eva oUYXPOVo TPOYPALA OTIOUSWV Ttou BacileTal oTIG TEAEUTALEG EPEUVEG
OTLG XWPEC ETALPOUC- UALKO NAEKTPOVIKAG LABNoNG mou avamtuxdnke amno el6LkoU¢ 0TOV TOUEQ TOUG, EUTTAOUTLOMEVO UE
OOKNOELG YLl TOUG HOBONTEG, CUVSEGOUC TIPOG TPOCGOETO avayvwoTkO UAKO (mpoodatn BiBAloypadia) Kol OXETIKEG
TiNYEG Blvteo. Me TOV TPOMO AUTO ETMIKALPOTIOLOUV Kol BEATLWVOUV TIC UTIAPXOUCECG YVWOELG TouG. OL ekmatdeuTtikol Ba
pmopovacay va HaBouv yLa KavoTtopes peBodoug Stdaokaliag kal Hdbnong, OTwG oL AUTOSOKLUEG KAl TA TEOT YVWOEWV
oe Sladiktuako meptBaliov, KaBwWE KoL OL TIPOCOUOLWOELG, Ol OTIOLEC TIPOCOUOLWVOUY EAKUCTIKA KOL HE TIOLyVIWSON
TPOTO KATACTACELS TNG TMPOYHOTIKN G {wNC.

AMoL Sikalouyol mou ennpealovial amo To £€pyo lval ol eKMALSEUTIKOL, TO TIPOCWTIKO TWV TAVEMLOTNUIWY, T
EKTIOLOEVUTIKA KEVIPA KAL O ETIXELPNUATIKOG TOUEaG (epyodoteg kal epyalopevol). Oa enwdeAnBolv emiong
Sleupuvovtag Katl epBadlvovtag TIG UTIAPXOUCEC YVWOELG KOL LKAVOTNTEG TOUG, ViwBovtag acdaAéotepol oto Sladiktuo,
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anodelyovtag tn Sloppon evalcdONTWV/MPOCWTILKWY TTANPOGOPLWV Kal artodeUyoVTAG OLKOVOULKEG ATMWAELEG, TOCO
TIPOOWTTLKA GG KAl 0TOUG OPYAVIOUOUC TOUG.

L O O (DOITHTES TPITOBAOMIAS EKTTAIAEYSHE

*Xprion avartuypévou UALkoU
¢ E€doknon og MPooouowWwaoelg tou Baacilovral og matyvidia
® EKTeAEOTE TEOT QUTOOELOAGYNONG KL 0§LOAOYNONG YWVWOEWV

Agutepelovoa opada-
oTOX0G AAIKAAOI/EKNAIAEYTEX

*MpdoPacn og éva oLYXPOVO TPOYPAUUA OTIOUSWV Kot UALKO NAEKTPOVIKAG LABnong mou €xet avartuxBei
¢ MdBete yla kawvotopeg pebddouc Stbaokahiog Kat LABNoNG, OMwE AUTOSOKLUES, TECT YWWOEWVY KAL T(POCOUOLWOELG

AN EKMAIAEYTIKOI, MANENIZTHMIAKO NMPOZQMNIKO, EKMAIAEYTIKA KENTPA KAI
ENIXEIPHMATIKOZ TOMEAS (EPTOAOTEZ KAl EPFTAZOMENOI)
¢ MpdoPacn og UALKO NAEKTPOVIKAG LABNong mou avantuxdnke
¢ Evioxuon twv UGLOTAUEVWY YVWOEWV KOL LKAVOTATWY OTOV TOHEN TNG A0PAAELOG OTOV KUBEPVOXWPO

Sxnua 1 Ouadeg-otoyoL Tou Epyou

Awapkela kataptiong. H ouviotwpevn Slapkela TG Kataptiong eivat 4-6 eBEonddec. To cUVOAO TOU TPOYPAUUATOG
omnoudwyv elvat 30 wpeg- Looduvapet pe 1 ECTS. Mpoteivetat va AndOet unmodn o i6log aplBudg wpwv ava evotnta yLa
autoeknaideuon Kol afloAdynon. ZUVLOTATAL Ol CUMMETEXOVTEG Vo adlepwvouv 2-3 wpeg TV efSopdda Katd tn
SLapkela tng eknaideuong (avayvwaon ekmaldeuTikol UAKOU, ETIAUCH TECT KAl oEvapiwy).

O EeKTIHWUEVOG XpOvVoG ekmaibeuong umopel va Siadépel avdloya pe tnv ekmaibevon. Ta Ofpota Kol ol
0.0KAOELG/OEVAPLO TIOU TIAPEXOVTAL XWPilovTal o povorepeg ouvedpiec. O SlatiBEuevog xpdvog ival EUENKTOG- WG
£k ToUTou, 6ev mapéxetal akpLBEG xpovodildypaupa ya Kabe nuépa.

O exmalbeuTnc Oa TPEMEL va UEAETIOEL TO UALKO €K TWV MPOTEPWV KAL VO TIPOYPAUMATIOEL TO XpOVO avAAOyd ME TLG
OUYKEKPLUEVEG EKTIOLEEUTIKEG OVAYKEG.

Aopr) Tou padnpartog. To mpoypappa omtoudwy Tou padbripatog eivat Sopunuévo os TEgoepa PEpN:
1. Ewaywyn otnv kuBepvoacdalela,
2. Emokomnnon tg aoddAelag otov KuBepvoxwpo otnv EE
3. EmBfoselg otov KuBepvoxwpo - Social Engineering kat Phishing
4
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©3TO MAPOV EPOG TTAPOUCLATOVTAL OL TIPOKANOELG KUBEPVOETILOECEWV YLOL TLG ETILXELPHOELG OTNV ETTOXI TNG
Blopnyaviag 4.0, 6nmwg n eupeia Xxprion Twv TEXVOAOYLWY KVNTHG TNAEPWVIAG, N UTOAOYLOTLKY VEPOUG, TO
AtaSiktuo Twv mpaypdtwy (1oT) kat ta peydAa dedopéva, oL kivduvol Tpitwv Kat oL au€avopeveg ametleg,
oupnepAapBavouévwy Twv anethwy and eBvViKA Kpdtn. £& aUTO To LEPOG TTOPOUCLAOVTOL ETIIONG OPLOUOL
TIOU XPNOLUOTIOLOUVTAL KOl CUVAVTWVTOL OTOV TOpEN TNG KUBEPVOATHAAELOS.

1. Elcaywyn otnv
KuBepvoaodalela

2. Emokomnnon tg

aodbdAelac otov o H evotnTa aUTH TOPOUGLATEL TLG UPLOTAMEVEG TTOALTLKEG Kot TipwToBoulieg tng EE mtou amookomnoluv otnv

. npowBnon TG Evvolag thg KUBEPVOOoPAAELG. SUINTA EMILONG TLG VOLLKEG TITUXEG TNG KUBEPVOOTPAAELOG
KuBepvoxwpo otnv TO00 VTG tng EE 600 Kat mayKoopiwg.
EE

3. EruBéoelg otov * AUTH n evOTNTA ELOAYEL TIG ETLBETELG OTOV KUBEPVOXWPO e WSLaitepn éudaon oto Phishing. EpBabuvel
kuBEPVOXWPO - Social €MLONG AEMTOUEPWG OTNV EVVOLA TNG KOWVWVLKIG INXAVLKIG KAL TNG AVTIOTPODNG KOWWVLIKAG LNXOVLIKAG KoL

) A oTNV LoXupr 6UVEECN TNG KOWWVLKAG KNXOVLIKAG LLE TLG ETULBETELS 0TOoV KUBEPVOXWPO. H evotnTa mapouctalet
Engineering kot emniong Stadopoug tumoug emBecewv Kat texvikwy phishing padi pe mpaypatikd napadeiypata peAétng
Phishing nepimTwong..

; ® AUTH N EVOTNTA ETUKEVIPWVETAL OTNV EVVOLA TNG NAEKTPOVLKNG AoPAAELOG KOl OTN onpacia tng utoBETnong

4. Katavonon kat ULOLG T(POANTITIKIG TIPOCEYYLONG TWV AWV GTOV KUBEPVOXWPO HECW TNG EVVOLAG TNG KUBEPVOUYLELWVAG.

XELPLOUOG Mapéxel emiong pLa AETTTOWEPT) TIPOCEYYLON OXETIKA LLE TOV TPOTIO AVAYVWPLONG KOL XELPLOMOU

KUBEPVOETLOETEWV KUBEPVOETIBETEWY, TNV AVATTTUEN Kol EPAPUOYT OXESIWV AVTLLETWITLONG TIEPLOTATIKWY YLa THV
€NOXLOTOTIOINON TWV EMUTIWOEWV TWV KUBEPVOETILOECEWV.

Zxnua 2 Aoun touv padjuarog

To avaAuTtiko npdypappa oroudwv propel va Bpebel otnv Lotooehida tou épyou www.cyberphish.eu
Juvtoun  ékdoon:  https://cyberphish.eu/wp-content/uploads/2021/07/102-A1 EN_Cyberphish-Short-Curriculum-
Final.pdf

MAApnc £kboon: https://cyberphish.eu/wp-content/uploads/2021/07/102-A2 EN Cyberphish-Full-Curriculum-
Final.pdf

KOINEZ AIAAIKAZIEZ KATAPTIZHZ

AuTO 1o pEpOG KaBodnyel tnv opydvwaon g Kataptiong. ESw mepthapBavoupe eniong cuoTAcELS 0pON ¢ PAKTLKAG TTOU
xpnowormow|Onkav katd tn Sldpkela G TAOTIKAG ekmaidsuong CyberPhish, cupmep\apBavopévou evog
gpwtnpatoloyiov mpLv anod TV ekmaibeuon, TWV AMOITACEWY YLa TNV yypadr] TWV CUUUETEXOVIWY, TNG LaBNoLaKAG
Sladikaoiog KaL Twv 0pwv yLa £va TECT YVWOEWV.

MpookAnon yla Kataption

AG UTIOB£C0OULE OTL N KATAPTLON OPYOVWVETAL WG EEXWPLOTO HABNUa Ttou Sev mepAaBAVETAL OTO TPOYPAUUA CTIOUS WV
Tou WSpupatog tptofadulag ekmaibeuonc. e autn tnv Mepimtwon, ouvictatal n dnuooieuon avakoivwong pe
T(POOKANON TWV CUUUETEXOVIWV OTNV TUAOTLKA KOTAPTLON OTOV LOTOTOMO /Kol 0Ta KOWWVIKA Siktua A n armootoln
TIPOCWTILKNG TIPOOKANONG O0TOUG SUVNTIKOUG CUUUETEXOVTIEG HECW NAEKTPOVIKOU Taxudpopeiou. H mpookAnon auth
EVNUEPWVEL TOV SUVNTIKO CUUUETEXOVTA OXETIKA E TOV PWTOPXLKO OTOXO TNC KATAPTLONG, TN SLAPKELD TOU pHabrparog,
TG avarntuxBeloeg | anoktnBeioeg LkAvOTNTEG oTNV avayvwplon embéoewv phishing kal tnv miotonoinon HeTd TV
0AOKANPWGN ToU Hadrpatog. Oa urmopoloe EMIONG va TEPLEXEL TOV OUVEEGO Ttpog Tn dopua eyypadnG.

MNapadelypa mpookAnong mapatiBetal oto mapdptnua 1. Apxeia o popdn ppt kat pdf elvat Stabéopa otn Stevbuvon
https://wiki.cyberphish.eu/.
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ELcaywyLlKr cuvavtnon

TNV apxn Tou HaBApaTog, Katd TNV MPWTN cUVAvTNon, ival onpavtikd va olkodounBel epmiotoolvn petatd tou
EKTIOULOEVUTH KO TWV CUUUETEXOVTWY, Va apakvnBoulv Kol va yvwpLotolV PeTay toug. MNapouotdote tn Hopdn tng
StaBoulevonc (St Lwong/ €€ amootdoew ) KaL TN ouxVOTNTA, yla apadelypa, eBdopadiaia, tpelg popég avd padnua
(otnv apyn, oto TEAOG KaL otn EoN). ZUVLOTATOL VA aVADEPETE TLG TIPOKANOELG TTIOU UIMOPEL 0T CUVEXELA VAL TTPOKU ) OUV
Kata tv eyypadn otnv mAatdpdpua (m.x. to pAvupa nAektpovikoU Taxudpopeiov emiBeBalwong va mnyaivel oto
dakelo spam).

Katd tn SLdpKela TG CUVAVTNGONG, OL CUUUETEXOVTEG €ENYOUVTAL TIWG VO XPNOLULOTIOLOUV TO TIEPLBAANOV NAEKTPOVLKAG
HUABNoNG, TOUG EMITPEMETAL VA TO SOKLUACOUV Kol KAAOUVTOL VA LOLPAGTOUV TUXOV TTPoBAAaTa TTOU Uimopel va €xouy,
WOTE va KNV UTtapxouv oBeBaldTNTEG apyoTepa, Otav EEKWVAOEL TO LAOnua. H cuvavtnon meplAapBavel emiong pia
gloaywyn oto pabnua CyberPhish.

EpwTnNHAtoAdyLo IPpLV amno TNV KAtapTioh

Mo va aglodoynBel 0 avTIKTUTIOC TNG KATAPTLONG OTNV TPOO0S0 TWV YVWOEWY TWV CUUIETEXOVTWY, CUVLOTATOL N Xprion
gpwtnuatoloyiov mpv amd tv évapén tng katdptions. Koatd tn Stdpkela tng MAOTIKAG KATAPTIONG, OL £Taipotl
Xpnotgomnoinoav epwtnuatoAdyla mou amotedovvtav and 20 epwTACEll. To epwtnUAToAdylo avamtuxdnke ota
OYYALKA KOl TTIPOOAPUOOTNKE OTLG YAWOOEC TWV XWPWV TwV eTaipwv: EcBovikd, eEAANVIKA, AeToViKA Kot AtBouavikd.

Ol epwTtAoelg eTAEXONKay amod Tig epwtioelg avtoafloAoynong (20 amod tig 60). & OAOUC TOUG CUUUETEXOVTEG 5GONKaY
oL i6leg epwtnoelg, aAld pe SladopeTikr OELpd. AUTO TO €PWTINUATOAOYLO SeV eMNPEATEL TO AMOTEAECUOTA TOU
CUUUETEXOVTA, OAAQ ETUTPEMEL TN LETPNON TNG OAAAYNG OTLG YVWOELG TOU GUUUETEXOVTA.

H oupmAnpwon tou gpwtnuatoloyiou dlapkel 20 €wg 25 Aemtd. Mpv amd T CUUMANPWON TOU EpWTNUATOAOYioU, OL
CULLETEXOVTEC TIPETEL va SnAwoouv tn SievBuvon nAektpovikol Taxudpopeiov Toug. Tuviotdtal n xprion tng idlag
SteBuvong nAektpovikol Taxudpopeiov katd tnv eyypadr oto mepPAAov  pdbnong Ttou pabnuotog
(www.cyberphish.vukhf.lt). Ot cuppetéxovteg Ba mpémel va evnuepwBolV OTL MPEMEL v XPNOLUOTIOLOUV €YKUpPN
SteBuvon nAektpovikoL taxudpopeiou. H idla StevBuvon nAektpovikol TaxuSpopeiou TIPEMEL VO XpNOLUOTIOLE(TAL OTO
nepBAAAOV HAONoNG, OTIWG KAl OTO EVIUTIO €YyPADIG TOU CUMMETEXOVTAL.

Mpémnel va onpelwOel 6TL Sev elval uTtoxpewTikn N Ste€aywyn epwtnpatoloyiou mpLv amd TNy KAtapTion. AltoteAel povo
clotaon, oAAG N MPAKTIKA autr Ba puropoloe va xpnoluomnotnOet eav oag evéladépel n afloAdynon tou avtiktumou
TOU EKTIALSEUTIKOU TIPOYPAUUATOG OTOUG CUUETEXOVTEG,.

AwaSiktuakn eknaidsvon

MEeTA amo o cUVToWN eloaywylkn ¢aon, apxilel n Stadiktuakn eknaideuaon, n onola Slapkel mepinouv éva pnva (4-6
eBSopadeq). Kata tn Slapkela TNG eKMALOEUTIKAG SLASLIKAGLOG OL CUUUETEXOVTEG EUTIAEKOVTAL O€ SLAPOPEG LaBNOLAKEG
SpaoTnPLOTNTES e TN XPron MOWKIAwY HeBOSwV Kat popdwv KATAPTLONG, oL omoieg mephapuBdavouy, HeTaty AWy, TN
MEAETN TOU UALKOU NAEKTPOVLKAG LABNONG, TNV avayvwon mpdaBeTou UALKOU, TNV TapakoAouBnaon BIVTEO OXETIKWV HE
ta Bfépata, TNV Tpayparonoinon TeOT autoafloAdynong Kol TEOT OfLOAOYNONG YVWOEWV Kol TNV emiluon
T(POOOMOLWOEWV. Katd Tn SLApKELD AUTAG TNG TTEPLOSOU, OL CUUUETEXOVTEG pabaivouv yla tnv KuPBepvoacdalela,
KOTAVOOUV TLG KUBEPVOETILOECELG KL TNV KOWWVLKH UNXAVLKA, pobaivouv mwe va avayvwpilouv ta kUpla onpadia tou
phishing, katavooUv Tov Xelplopo Twv KuPepvoemiBéoswv, pabaivouv va €AaxLOTOMOLOUV TG {nUieC¢ PEOW TNG
OVTLUETWIILONG TIEPLOTOTIKWY. H €mItuxng ouppeTox otnv ekmaibsuon e€faptdtal amd TNV LKAVOTNTA TWV
CUMUETEXOVIWY Va TPoypappatilouv Tov 81KO ToUG XpOVo Kol TIG SpaoTnplotnTEG Toug, KaBwe Kal amnod Tn cuvepyacia
E TOUG eKTALSEVTEC Kall Ta GANAL WEAN TG opadac.

H ekmaidevon Ba mpEmel va KaTaAnyeL otnv emttu)r] oAokAnpwon evog teot agloAdynong yvwoewv (Babuoloyia
TOUAdQXLOTOV 75%) KOl OTNV OIMOVOK EVOC TILOTOMOLNTIKOU TIoU SNULOUPYELTOL QUTOMATA. 2TO TEAOG TNG KOTAPTLONG, Ol
CUUUETEXOVTEG ATIOKTOUV VEEG YVWOELG KAl §€ELOTNTEC TTIOU UTTOPOUV VA XPNOLUOTIOIOoUV oTNV KaBnuepvr toug {wh
(6nweg avalntnon oto 8Ladiktuo, TMPOCWTIKY EMKOWWVIia oTa KOWWVIKA &iktua, TnAedbwVIK EMKOWwWVIA HE
0yVWOTOoUG, OTIOUSEG, 0TO XWPOo £pyaciag Toug, K.ATL) EMutAéov, evioxUoUV TNV QUTOMENOLON 0T TOUC.

Aopr) Tou eptBAAAOVTOG NAEKTPOVIKNG LABNONG

H mAatdopua pabnong Cyberphish.vuknf.lt mapéxel avolkty mpocPfaocn o€ ekMALSEUTIKO UAKO. To UALKO UTopel va
MeAeTnOel eAelBepa amd OAa Ta dtopa mou to embupolyv. Asv amartteital eyypadr. QoToO00, yla va UMOopETETE va
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ETUAUOETE TTPOCOUOLWOELS TTOU SL8AOKOUV WG va avayvwpilete emiB£oslg phishing, va KAVETE AUTOSOKLUEG, TECT
a€LoAGYNONG YVWOEWVY KOL VO OTIOKTAOETE TILOTOMOLNTIKO, ElvalL amapaitnTo va elote eyyeypappUEVOC XpoTNG.

Mabnotakd UAkd. Kavovtag kAlk oto kouumni Madnotako vAiké otn ypauun Hevou, o XpRotng Umopel va 8L Tig
EVOTNTEC HAONUATWY OTA apLoTEPA TNG 006vNnG. YmApxouv TECOEPLS EVOTNTEG: Eloaywyn otnv kuPBepvoaodalela-
Emokonnon tng kuPepvoaocddielag otnv EE- EmBeoelg otov kuBepvoxwpo - Kowwvikn pnXaviki Kot NAEKTPOVIKO
Papepa- Katavonon kat Xelplopog emibécswv otov KuBepvoxwpo. Kabe evotnta anoteAeital and diadopa Bépata.
MOALg erheyel Lot UTIOBEGN, TO EKMALSEUTLKO UALKS eudavileTal 0TO KEVIPLKO TUAMA TNG 006vng. O xpriotng Umopsel va
Katefdoel To UAKO pmopel va to KaTeBAOEL OTOV UTIOAOYLOTH TOU XPNoTn KAvovtag KALK otov cUvdeopo AnRyn
Stapavelwy.

Teot autoaloAoynong. OL yyYeYpaLLEVOL XPIOTEG EXOUV TEPLOGOTEPEC EMIAOYEG. Exouv Tn Suvatdtnta va KAVOUV TECT
autoafloAdynong yla okomoug pabnong. To koupnti teot avtoaéioAoynong epdaviletal otav Evag padntng €xeL Label
TO UAWKO NG evoTNTaG. Q¢ €K TOUTOU, O LOBONTAG PETEL VAL KAVEL KALK 0TO Kouurti OAokAnpwinke otav £xeL e§olkeLwOel
pe kaBe Ogpa g evotntag. Otav 6Aa ta Bépata tng evotnTag onpelwbouv wg OAokAnpwuéva, TPpAayua ToU onaiveL
OTL N UAN TNG eVOTNTAG AUTAC €xeL SLdaxOel, Tote eival StaBgotpun n SuvatdTNTA CUUETOXA G OTO TECT OUTOAELOAGYNONG
KAVOVTOC KALK 0TO Kouuni Teat autoaétoAdynane. Katd tn SLApKELO TOU TECT, APOUCLA{oVTaL 0ToV OTtoudaoTH TEVTE
TUXALEG EPWTHOELG ATIO TN CUYKEKPLUEVN EVOTNTA.

META To TEOT, To cUoTNUA ERdaVIlEL TA ATTOTEAECUOTA TOU TECT, LE TIC OTTAVTAOELG TTOU eMEAEEE 0 LOONTAG, TIC CWOTEG
Kol AavBaGUEVEG QUMAVTOELG, TO XPOVO TIOU XPELAOTNKE YLO TNV EMIAUGCH TOU TECT KAl TOUG BaBuoUG oU GUYKEVTPWOE.
O paBdntng umopel va emavaldfel To TeOT KAVOVTAG KALK 0TO KOUuumi Do it again. Katd tnv emavaAnyn tou TeoT,
napouctalovral 5 tuxaieg epwtnoetg. O padntrg UMopel va KAVEL TO TEOT AUTOAELOAOYNONG AMEPLOPLOTEG HOPEG.

MNpocopolwoelg. OL eyyeypappEVoL XpOTEG UTopoUV va eMIAUOUV TIPOCOUOLWOELG. AUTEC OL TIPOCOUOLWOELG Eival
MOKETEG TPAYLOTLKWY KATAOTACEWV. TNV 0pLOTEPN TAEUPA TNG 000VNG, UTIAPXEL £VOL KOUUTTL [Tp0COUOLWOELS TIAVW 0Tt
ta Oéparta tng evotntag. O HabnTAc avd mdoa otyur] unopsei va tig emthboel. OL TPOCOUOLWUOELG opadonotlouvtal o 7
ouadeg: Evotnta, cupndBela, cuvaiveon, cuvémela, efouania, omaviotnTa kot avtoanddoon. Otav emAéystal pla
Tipooopoiwan, Slvetat pia meplypadr] TnG Katdotaons. OLTPOCOUOLWOELS UIMOPOUV VA AELTOUPYR OOV e SU0 TPOTOUG:
yla oKomoU¢ HABnong Kal yla oKomoug €AEYXOU YVWOEWVY. ITOV TPWTO TPOTO AelToupylag, o pabntig PAEMEL TIg
BaBpoAoyieg mou cuAAEyovTal KAL TO CUVOALKO CUUMEPACMA OTO TEAOG TNG MPOCGOUoLlwoNG. € [La TIPOCOMOlwan yla
€\eyxo yVWoewv, 0 pabntng e€eTdlel 0To TEAOG TIG ETULAOYEG TIOU £KAVE KATA TN SLAPKELA TNG Mpocopoiwong Kal
Aappavel avatpododotnon pe oxoAla. O pévropag Ba npenel va anodaciosl TOCEG MPOCOUOLWOELG TTPEMEL va AUCEL O
CUMMETEXWV. MNa mapadelypa, Katd tn SLAPKELD TOU TUAOTIKOU TPOYPAUHOTOG KABE CUMUETEXWY ETPENE VA EMIAUOEL
TouAdyLotov 20 MPOCOUOLWOELG TNG ETILAOYNC TOU.

Teot agloAoynong yvwoewv. OL eyyeyPANUEVOL XPFOTEG UITOPOUV VO U LLETACXOUV OTO TEOT YVWOEWV Kal va AdBouv
TUOTOTOLNTKO. To KoUUTt Aokiuacia yvwoewv epudaviletal oTny aplotepr MAEUpA TNG 006VNG MAVW Ao TIG EVOTNTES
pHaBnuatwy otav o HabnTtAg €xel LABEL GAO TO UAKO Kol £XEL ONUELWOEL OAa Ta BEpata wg oAokAnpwuUEva. To TEOT
Bewpelital emtuxég av emuteuxBel Babupoloyia Touddylotov 75%. OL GUUUETEXOVTEG TTOU Ba TEpATOUV AUTO TO TEALKO
TeoT Ba AaBouv €va TLoTomnoLnTiko. EAv 0 CUUUETEXWV SV TEPACEL TO TEOT, UNopel va emavaAdfel ta Oépata kat, agpou
adlepwoel Alyo mepLoooTEPO XPOVO OTn Hadnon, va avadwaoel To TeEALKO TeoT 'VWoewV. To TEOT YWWOEWV UITOPEL va

yivel tpeig popéc.

A§lohoyrioelg. To clotnua umoloyilel BaBuoloyieg yla va KAvel tn Stadikaoia padnong mo eAKUOTLKA yla TOUG
MaBNnTéC. O CUMMETEXWY OTO MABNnua pmopet va 6L T Babuoloyla Tou KAl TOUG TOVIOUG TIOU GUYKEVIPWOE OTOV
OUVOALKO Ttivaka BaBuoloyiag. Ot Babuoloyieg Bacilovtal o€ TeOT aUTOAELOAOYNONG KAL TTPOCOUOLWOELG. H tpocBacn
ot BaBuoloyieg yivetal péow tou otolxelou pevol Baduoldoyiec oto emdvw HEPOG tng 0Bovng. H Babuoloyia
TPOCOUOLWONG Tou pHabntr urmoAoyiletol He To ABpolopd TWV KOAUTEPWY OMOTEAECUATWY OAWV TWV NMPOCOLOLWOEWY
Tou emAUOnkav. Avtiotolxa, n Babpoloyia Twv TeOT aUTOAELOAGYNCNG TOU Hadntr unoAoyiletal Ye TNV abpolon Twv
KoAUTEpwWV Babpoloylwv OAwV TwV TECT AUTOAELOAOGYNONG TIOU €yLVaV.

OLpaBntég pnmopouv eniong va BAEmouv tnv mpododo tng uabnong toud. Epdaviletal mavw amnod Tig EVOTNTEG Labnuatwy
OTO APLOTEPA TNG 000VNG KAl LECW TOU EVOU XPHOTN OTO TAVW HEPOC TG 000vNG. MEGw Tou Hevou Xprotn, o Labntng
pmopel va aAAGEEL TO Ovopa XpRoTh, Kal Tov KwSLko mpdofaacnc, va SeL Ta oraTa TToU €XeL GUANEEEL, TO LOTOPLKO TWV
OQUTOEAEYXWV KAl TO LOTOPLKO TWV MPOCOUOLWOEWV.

Mwotonowntika. Ta riotonolntika (os popdn PDF) Snuioupyolvtal autopaTa yia OAOUG TOUG CUUUETEXOVTEG TTOU £XOUV
OAOKANPWOEL TO HABNUA KOL €XOUV TEPACEL TO TEOT AELOAOYNONG YVWOEWV TOUAAXLOTOV Katd 75%. Mapdadeypa
TILOTOTIOLNTLKOU MapatiBetal oto mapaptnua aptb. 2.
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Miotomnowntikd Ba amovepunbouv ae GAOUC TOUG CUETEXOVTEG LE TNV OAOKARpwaon Tou pabriuatog. H oAokAfpwaon Tou
padnuoatog CyberPhish gv amobidel akadnuaikég povadeg.

Safeguarding your digital future

H d,aBsopotnTa

To nAekTpovikd MABnua mou avamtuxbnke eival Slabéoluo oe téooeplg YAwooeg: AeTovikd Kot AlBouavikd.
@Oofeveital otn SievBuvon https://cyberphish.vuknf.lt/. M ewova tng kUpLag 08ovng g mMAatdopuag pabnong
Slvetal mopakaTw.

Safeguarding your digital future

Zxnua 3 H kupta o96vn tn¢ mAatpopuag ekuadnong

ZUOTAOELS 0O TTPAKTLKAG AN TNV TAOTIKA EKMAISEVON. ZUVLOTATAL N AVATITUEN KOVOVWY KAl 08NYLWV Lo TOUG
omoudaoTég. Ta €pWTNUATOAOYLA OTNV OpXf KoL OTO TEAOG TOU MaBUaTog elval TMPOALPeTkd. Mmopolv va
xpnotonotnBouv kat AAAa epyaleia OMwe oTnV KAvVovikr ekmaibeuon.

0d8nyieg yLa Toug padbntég
J€ 0UTO TO PEPOG, TIAPEXOUE CUVIOTWEVA BrHaTa PE TNV 0pYAVWGN TNG KATAPTLONG:

BAua 1. EpwtnpatoAdylo npo-eknaidsuong. MNpwv ano TV KAtdpTion, CUUTANPWOTE TO EPpWTNUOTOAOYL0. AWOTE ULa
€ykupn SlevBuvon nAektpovikou taxudpopeiou, n omoia Ba xpnotpomnolnBel kat 0To cUoTNUA NAEKTPOVIKNG HABnong
KOTA TN CUMTARpWON QUTOU TOU EpWTNATOAOyLOU.

BApa 2. Zuvdebeite oto neptBaAAov NAEKTPOVIKAG HaBnong. Zuvdebeite oto meptBAANOV NAEKTPOVIKNG LABNnoNng otn
StevBuvon https://cyberphish.vuknf.lt/login pe tnv idta StevBuvon nAektpovikoL TaxuSpopeiou ou
XpPNoomotiBnke 0to epwTnUATOAOYLO.

Inueilwon: Eav o padntnc dev €xet AaBel to email emPBePfaiwong anod to cvoTnua, PEMNEL va eAEyEEL TOV PAKEAD
avermOuuntng aAnloypadiag. To email emiBePaiwong propei va kataliet oto pakelo spam/unk.

BAua 3. Zuvdebeite oto nepBAAAOV NAEKTPOVLKAG HABnong.
YuvbeBeite oto https://cyberphish.vuknf.lt pe ta mpoocwmnikd oag StamioteutrpLa.
BApa 4. MeA£tn Tou pabnolakol UAKOU.

AdoU ocuvbebeite, pehetnote 0o to ekMALSeUTIKO UAIKO, SnAadr ta téooepa Béuata kal ta umoBgpata (PA.
TIOPAKATW). ZNUELWOTE WG 0AOKANPWUEVO UETA TNV e€€Taon KABes BEpatoc.

Ofpata kot utoBépata:

1. Ewaywyn otnv kuBepvoacdalela,
1.1. lotopkd - MpokAACELS TG BLOKNXAVLIKAG emavdotacng 47,
1.2. lotopla tng KUBepvoaodaAsLag,
1.3. Oplopol tng aodpalelog otov KUBEPVOXWPO

2. Emokémnon tng aodalelog otov kuBepvoxwpo otny EE,
2.1. NpowBnon tng kuPepvoacdalelag otnv Evpwrnaikn Evwon,
2.2. NOWULIKEC TTUXEG TNG a.odAAELAC OTOV KUBEPVOXWPO,
2.3. EMOKOMNOoN Twv TACEWV TOU TOMiou TNG KUBEpvoaodaeLag,
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3. EmBéoelg otov kuBepvoxwpo - Social Engineering kat Phishing,
3.1. Eloaywyn otig emB£0eLg oTOV KUBEPVOXWPO,
3.2. EVOTNTEG KOWVWVIKAG LNXOVLKNG KOL XELPOYWYNONG,
3.3. Awdopetikol TUnoL emiBécewv phishing kat TEXVIKES,
3.4. MEeAETEG TIEPUTTWOEWY,
4. Katavonon Kot XeLpLopOg KUBEPVOETOECEWV.
4.1. BOOIKEG YVWOELG OXETIKA UE TNV NAEKTPOVIKH aodAAELa,
4.2. TMpOANTITIKEG EVEPYELEG,
4.3. Avayvwplon emiBéoswv phishing,
4.4, Xelplopog emBéocewv oTov KUBEPVOXWPO,
4.5. EAoylotomoinon Twv {npwv HECW TNG AVTLLETWTILONG TEPLOTUTIKWY,

BApa 5. ZUUMANPWOTE TECCEPA TEOT autoafloAdynong. Metd tnv ekpabnon kabe BEUATOG, CUUMANPWOTE TO TECT
autoaLloAoynong.

BAua 6. EktéAeon/emaveniluon/ektéheon mnpooopolwoswv. Koatd tn Sldpkela tg eKpddnong, ekteléote
TIPOOOUOLWOELG WG HEPOG TNG Sladikaaoiag LeAéTnc.

BApa 7. SUUMANPWOTE TO TEOT A§LOAGYNONG YVWOEWV. TENOC, TIEPACTE TO TEALKO TeOT e BabOuoloyia touldylotov 75%.

BApa 8. ApoU TtepdoeTe TO TEAKO TECT, CUUMANPWOTE £VA EPWTNHATOAGYLO VLA TOUG GUHUETEXOVTEG LLETA TO HABnua
OXETLKA JE TNV TUAOTLKN ekmtaidevon.

Inuelwon: autd to epyaleio xpnolpomolndnke Katd TN SLAPKELX TNG TUAOTLKAG KATAPTLONG, OAAQ UMOpPOUV va
xpnotormnotnBouv kot dA\a epyaleia dmwg oTNV KAVOVLKH KATAPTLON.

TeAkr) cuvavtnon

H tehiky ouvavtnon €xel 81ddbopouc OKOTIOUC: TIPWTOV, ETLTPETIEL OTOUG CUUHUETEXOVTEG VO GUUITANPWOOUV €va
EPWTNHATOAOYLO LETA TNV KATAPTLON, SeUTEPOV, Ba ETUTPEYPEL OTOUG CUUUETEXOVTEG VA EKGPACOUV TIG ATOPELG TOUG
OXETIKA UE TO pabnua. TéAog, Ba pmopoloe va culntnBel n Sladikacia tTwv TeoT afloAdynong TwvV YVWOEWV, Ol
SUOKOALEG KL OL TIPOKANOELG KOTA TNV QUMAVTNON TWV EPWTNOEWV Kot AAAa B€pata.

EpWTNHUATOAOYLO HETA TO HAONUQ

Ye éva TUAOTIKO Tipoypapua, {NTAONKE amd TOUG CUUUETEXOVTEG VO CUUTTANPWOOUV £VO EPWTNIATOAGYLO YLOL TOUG
GUMUETEXOVTEG ETA TO TIEPAC TOU TEALKOU TeOT. To epwTnUATtoAOYLo amoteAeitat and onpeia mou {ntolv Tnv mapoxn
YEVIKWV MAnpodoplwy, onwg email, pUAo, emMAyyeEALQ Kol EPWTACELS OXETIKA LE TNV aflOAOYNon TwV YVWOEWV TOU
CULETEXOVTA OE CUYKEKPLUEVO BEpaTa KUBEPVOAOHAAELAG UETA TNV OAOKANPWOT TOU EKTTALSEUTIKOU TTIPOYPAULATOG
CyberPhish, tnv eunelpia Tou CUPPETEXOVTA OTN XPHON MPOCOUOLWOEWV. EMUmA£oy, TiBevTal emiong EpWTrOELS OXETLKA
L€ TOUG OTOXOUG TOU MaBUaTog, TNV EMAEEUOTNTA TNG TPOCEYYLONG TNG SLASLKTUAKNG LOPdNG, TO TIEPLEXOLEVO TOU
MoOAUATOG, TN XPOVLKN SLAPKELA, TNV ekMaibeucn KAl TNV UTTOCTAPLEN, TN XPNOTKOTNTA TNG MAATPOppaC uabnong. To
TAPASELYUA TOU EpWTNUATOAOYIOU TapaTiBeTal oto mapaptnua apl. 3.

OL eKTIALOEUTEG Kal OL HEVTOPEC KANBNKAV va. CUMITANPWOOUV €va EPWTNHUATOAGYLO YLOL TOUG EKTIOLSEUTEG META TO
TEPOLG TOU TILAOTLKOU TIPOYPAUHOTOG. TO EpWTNUOTOAOYLO amoTeAEiTaL Ao onueia mov {NTolv TNV MAPOXN YEVIKWY
mAnpodoplwy, onweg email, dvopa, xwpa, KABWG Kol amd EPWTNOELG OXETIKA UE TN SOWN KOL TO TEPLEXOUEVO TOU
MaBNUOTOG, TN XPOVIKA SLAPKELQ, TN CUVADELD TwV BEUATWY HE TO KOWO-0TOXO, TNV MANPOTNTA TwV OEUdTWVY Tou
pabnuotog, To fabuo otov omolo To LABnUa TETUXE TO OTOXO TOU ELOAYOVTAG TNV aohAAELA OTOV KUBEPVOXWPO KAl TO
phishing otoug padntéc. To mapddelypa Tou epwinpatoloyiov mapatiBetal oto mapdptnuo aptB. 4.

MEPITPA®EZ TOY TPOMOY EPTAZIAZ ME THN HAEKTPONIKH
NMAATOOPMA

To ekmalbeutik0 UAIKO Tou ¢ulofeveital oto mepBallov  nAektpovikng pabnong otn  SlevBuvon
https://cyberphish.vuknf.Ilt eivatl dtaBéoipo oe 6GAoUG TOUG eMIOKEMTEG Kal ival Swpedv. To ekmalSeUTIKO UALKO gival
SlaBéouo o mévte YAwooeG: AgToviKA Kot AtBouavikd. Ol pn eYYEYPAUUEVOL EMLOKENMTEG UITOPOUV UOVO va S0UV TO
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eKTIUSEVUTIKO UALKO, aAAG Sgv pmopolv va KAVOUvV OUTOSOKLUEG, TEOT YVWOEWV, va. KEPSioouv Kol va GUAAEEouV
KOVKAPSEC, va EKTEAEGOUV IPOCOUOLWOELS f} VO AGBOUV TILOTOTIOLNTIKA. Mol val YIVETE EYYEYPAUUEVOC ETILOKEMTNG OTOV
LOTOTOTO, TIPEMEL VO eyYpadE(Te.

To eyxelpldlo xpnong mopéxetalr oto eyypado User_Manual_for_training-Participants.pdf otn &ievBuvon
https://wiki.cyberphish.eu/. To éyypado autd neplypddel Tov Tpomo xprong tng mhatdopuag pabnonc.

NepBAAov yla TouG KL EUTIKOUG

310 meptBdAlov Tou KaBnyntr, UMopeite vo MapakoAoUBEITE TOUC CUUUETEXOVTEG TIOU EivOl €yyEYPOUUEVOL OTO
clotnua wabnaong, Tnv mPoodo ¢ LABNnar ¢ ToUg O€ TOCOOTA, TO LOTOPLKO TWV OUTOTEAWV SOKLLOCLWY TTOU £ylvay, To
LOTOPLKO TWV TPOCOKOLWOEWV, TOUG Babpols Tou TEOT yVWOEwWVY, KOBWGE KL TNV NUEPOUNVIA KOL TNV WP TNG TEAEUTALAG
ouvéeong.

AlebBuvon eoodou oto meplBdrov tou ekmaudeutikol: https://cyberphish.vuknf.lt/admin-panel. To mapdBupo
olvdeong Slvetal mapakaTw:

1579-
s % | Kauno
S -] fakultetas
.7(‘-” . \\n\‘

ADMIN PANEL

‘ Email ‘

Password

Sxnua 4 Mapadupo eicééou oto neptBaAiov Teacher Environment

MOALg eLoaxBoUv ta otolyelo oUVEEGNG, TO CUCTNHA TIOPEXEL OTOV EKTIOLEEVUTIKO £VAV KOTAAOYO TWV CUMIETEXOVTIWV.
O kaBnyntng umopel va moapakoAouBel tnv mpdodo TNG MABNONG TWV CUUUETEXOVIWV avd yAwooa (ayyAlkad,
ABouavikd, ecBovikd, EAANVIKA Kot AeTovika). H kUpta 006vn tou mepBaAlovtog tou kabnyntr Sivetal mapakdtw:

10
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Username Email Progress Self Evaluation Simulations results Last Login
D o Self Evaluation  Simulations History (21 2022-07-16
pramat.com *. History /1) 11:25:38
e S e Self Evaluation | Simulations History (21 2022.07-14
ser @gmail.com N History /0) 1513:23
s — o Self Evaluation  Simulations History (21
History /0)
e Gomeitoom & Self Evaluation  Simulations History (21 2022-07-12
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Zxnua 5 Kupia o96vn tou neptBaAAovrog Tou eKMaLSEUTIKOU
y . y
lotopkd Sokipwv avtoagloAoynong
f . f . . . .
Ta otoeia avtd epdaviovtal Kavovtag KAk 0To 10TopLlkd auTOa§LOAOYNCNG TOU CUMETEXOVTA:
Self Evaluation History - @gmail.com - English
Category Correct answers Started Ended Points
Introduction to Cybersecurity 4/5 2022-07-17 09:00:16 2022-07-17 09:01:58 431
Introduction to Cybersecurity 3/5 2022-07-17 08:49:56 2022-07-17 08:50:45 98
Introduction to Cybersecurity 0/5 2022-05-03 12:40:15 0
Introduction to Cybersecurity 0/5 2022-05-12 10:02:25 0
Intreduction to Cybersecurity 0/5 2022-05-13 10:44:42 0
Cybersecurity within the EU 0/5 2022-07-17 09:06:23 0

Ewkova 6 lotoptko autoaéloAdoynong Tou CUUUETEXOVTO

IoTOPLKO MPOCOUOLWOEWY
AUTEG oL Aemtop£peleg epdavilovtal KAVOVTaC KALK 0TO LOTOPLKO TIPOCOUOLWOEWY TOU GUHUUETEXOVTAL:

Simulations History - - English

ID Description Started Ended Points

As Bitcoin and other eryptocurrencies surged in price and popularity, hackers and cybercriminals became more interested in stealing it. You 202206 202206
gg Oreaware of the current profitability of bitcoin and you have received an email concerning bitcoin: FIRST PAYOUT IS READY FOR YOUR 00 0 500
CONFIRMATION Dear customer, Thank you for participating in our bitcoin pragram, we want to inform you that your bitcein bonus is now 181410 1816:07

available and ready to be withdrawn.

2022-06- 2022-06-

2 You're receive an email about winning money. 09 09 500
18:16:27 18:17:15

You are an accountant who has worked for company “Future Solutions" for 25 years. You communicate with your boss, John Smith, on a daily 2022-06- 2022-06-

4 basis by email. This morning you received an email from your manager asking you to read a document and let him know if you agree with a 09 09 500
new company policy. 18:17:59 18:18:36
You are a company accountant and receive an email from your partner company requesting to transfer funds. In the email there is an ask to 2022-06- 2022-06-

6 update bank account details, as your partner has switched their banking provider. It sounds like a legit request as you get them from time to 09 09 200
time. 18:20:35 18:20:50
You are a company accountant and receive an email from your partner company requesting to transfer funds. In the email there is an ask to 2022-06- 2022-06-

6 update bank account details, as your partner has switched their banking provider. It sounds like a legit request as you get them from time to 09 09 100

Eikéva 7 IoTopLKO ITPOCOUOLWOEWY TOU CUUUETEXOVTO
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EPTAZIA ME KAINOTOMEZ MEGOAOYZ (N.X. MEGOAOI
NMPOzZOMOIQzHZ, AIANE=ZEIZ, ZEMINAPIA, NMPAKTIKEZ EKMAIAEYZEIZ,
XPHZH EPFAAEIQN AIAAIKTYOY K.AN.)

H mpocopoiwaon pipeital tig mpaypatikég emibéoelg phishing, mapouaoidalovrag tn Sladlkacia 0To XproTn o€ maLyviwsdn
Hopon.

O kUpLog 0TOXOC TNG TTpOooopoiwang eival va BonBnoeL toug avBpwmoug va BEATLWOOUV TNV KPLTLKI TOUG oKEPN OXETLKA
ME TNV oaoddalel otov kuPepvoxwpo kal Tto phishing, avayvwpilovtag mneputtwoelg phishing, spam,
kuPBepvoekdoPlopol KA. Me Bdon to [0l avamtixBnkav CUCTACEL Yl T(POCOMOLWOELG -UE ETUKEVIPO TNV
T(POCAPHOYH LEAETWY TIEPLMITWOEWYV TIPAYHATLKNAG {wn G yLa Tn Stadikacia pabnong.

H nmpooopoiwon meplhapupavel meplypadn tng KATAOTOONG, TOU OKOTIOU, TWV XOPAKTPwWVY, TOU TUTIOU TNG EMiBeoNG Kal
TOMEC (3-4) emAOYEC QTMOVTACEWY ylat TN cupneplpopd Tou XPHotn. OL MPOCOUOLWOEL CXESLACTNKOV Ylo Vol
aflohoynoouv tnv mbavh/mpodavr) cupnepldopd TOU XPHOTH, TG TLBAVEG okéWelg/mMPoBANUATIONOUS KAl TIG
arnodAdoelg Tou o€ Lo TETola katdotaon. Ol TPOCOUOLWAOELG TIOU TTAPOUCLAoTNKAY amotedovvtal and tpia emnineda
BdBoug. MOALG emtheyei pia amo Tig emloyEg mpoBAuatog/katdotacn, ennpedlovial Kot Topouctalovtal TEPALTEPW
TUOAVEG ETUAOYEG VLA TNV TIEPIMTWON TIOU TIPETEL VAL ETUAUOEL.

Edapudlovral mTpoooUOLWOELG Yla OKOTIOUG LABNoNG Kat yla okomoUg eEAEyxou Yyvwoewv. Katd tnv emiAuon pLog
T(POOOMOLWONG Yl LaBnaolakoUg okomoug, o pabntng PAEmeL Tig BabpoAoyieg mou GUAAEYOVTAL KL TO GUVOALKO
CUUTEPACO 0TO TEAOG TNG TTPOCOMOiwaNnG. Katd tnv emiAucn mpooopoiwaong ylo okomoUg eEAEyXoU YWWOEWY, O
paontAc BAEMEL TIC emAOYEG TTOU €yLlvay Katd Tt SLdpKeLa TNS mpocopoiwaong kal AapBavel avatpododotnon pe
oxOALa oto TENOC TNG Mpocopoiwong. EGv n mpocopoiwaon emAUOnke AavBaouéva, GUVIOTATAL GTOV XpProTn va
eMNUOEL TNV Tpocopoiwaon Eava.

12


https://cyberphish.eu/wp-content/uploads/2021/07/IO1-A1_EN_CYBERPHISH-REPORT_survey-results.pdf

R Funded by the
X0k Erasmus+ Programme
*oak of the European Union

Safeguarding your digital future

2YMMNEPAZMATA KAI 2YZTAZEI2

To mapodv éyypado aneuBUveTAL 0 OAOUG TOUG EKTIALEEVUTEG KOL LEVTOPEG TIOU TTAPEXOUV CUKMBOUAEG KOL KATAPTLON
otoug omoudaotec. H kolvompatio tou €pyou eAmilel 6tL Ba Bpouv XprOLUEG 08NYIEG OXETLKA e TOV TPAOTIO XProNG TOU
CUOTALOTOG KAl TOV TPOTIO TIAPOXH G KATAPTLONG O€ ATopa Ttou B€Aouv va LdBouv yLa TI¢ emBEaeLg aTov KUBEpVOXWPO,
16lwcg yla to phishing kat TNV KOWWVLKA HNXAVLKA, KaBwg Kat yia 6coug B€Aouv va pdbouv nmwg va avayvwpilouy ta
KUpla onuadia tétolwv amelthwv. Ot duvntikol xproteg amatteitat va €xouv Paoikég Sefldtnteg Yndlakol
YPOUUATIOMOU. Agv UTIAPXOUV GAAEG TIPOUTIOBEDELG YLA TLG YVWOELS 1 TIG §€ELOTNTEG TOU XPHROTN.

OL pabntég kat oL epyalOpevoL SV €XOUV ETOPKELG YVWOELG OXETIKA Ue To phishing, TNV KOWWVIKA UNXAVLKA, TG
eMOEoELG oTOV KUPBEPVOXWPO Kal TNV aodAAeLa Twv SeSopévwy Toug, cUPbwva pe LEAETN Ttou SLe€nxOn amo taipoug
Tou €pyou to 2020 otnv EcBovia, tnv Kimpo, tn Actovia, tn AtBouavia kat tn MdAta (BA. https://cyberphish.eu/wp-
content/uploads/2021/07/I101-A1_EN_CYBERPHISH-REPORT_survey-results.pdf). Autd obnyeil oxL povo oe amwlsla
TPOOWTIKWY S€60UEVWV KAl TIPOOWTTILKWY OLKOVOULKWY ot mepinmtwaon phishing | kuBepvoemniBeong, al\d kal oe
anwAela evaicONTWV MANPOGOPLWV KAL OLKOVOULKWV TTOPWV TWV ETOLPELWV/OPYAVICUWV.

Me Bdon o pedétn  (BA. https://cyberphish.eu/wp-content/uploads/2021/07/101-A2_EN_CYBERPHISH-
REPORT_study-analysis.pdf) mou 61e€nx0n 0TI XWPEG ETALPOUG OXETLKA LLE TO TTPOYPAUUATO OTIOUSWV TNG TPLToBAbuLag
eknaidevong mou oxetifovral e TNV achAAELA GTOV KUBEPVOXWPO, KABWG KAL LE TA TTPOYPAUUATO KOTAPTLONG YLO TNV
aodAAELO OTOV KUBEPVOXWPO TIOU TTAPEXOVTOL OO LOLWTIKEG eTALPELEG, avamTtuxOnke éva MPoypaLa CTTIOUSWY TToU
KOAUTITEL TEOOEPLC EVOTNTEG:

e Eloaywyn otnv kuPBepvoacddiela,

e  Emokoémnon tng aodpalelag otov kuBepvoxwpo otny EE,

e EmBéoelg otov kKuBepvoxwpo - Social Engineering kat Phishing,
e  Katavonon Kol XeLpLoUOC KuBepvoemiBEéoewv

Mo mepLoocdtePeg MANPODOPLEG OXETIKA UE TOV TPOTIO TPOETOLLACIOG TWV EKMALSEUTWY KL TWV HEVTOPWVY yla TNV
eknaibevon, O&eite tOo TAApPeg Tpoypappa omoudwv tou CyberPhish  (BA. https://cyberphish.eu/wp-
content/uploads/2021/07/102-A2_EN_Cyberphish-Full-Curriculum-Final.pdf).

To ekmatdeutikd mpoypappa CyberPhish €étuxe kaAng umodoxnG Ao ToUG CUUUETEXOVIEG OTNV TUAOTLKN ekmaideuon.
Avayvwploav Tn XpnoLLoTNTA ToU OTIC KaBnUEPLVEG SpaoTnpLOTNTEG TOU oxeTilovtal pe tnv MAnpodoplkn TG00 Twv
QITAWV XPNOTWV 600 Kal Twv UTIKAARAWY TG eTatpeilag. Neploodtepeg mAnpodopieg Ba mapaocyebolv otnv £kBeon 106
A2: KateuBuvtnpleg YPOUUEG yla TNV edaployr Tou pHabripatog.

To SLaSIKTUAKO HABNUA LABNGCNG EVOWHATWVEL TO EKTTALSEUTIKO UALKO o€ opdr PDF - Le CUVOTTTIKO Kol cadr TpOTo,
Xwpig va emPapuvel Toug ekmatdeudpevoug e ToAL Sldfacpa. MNa 6coug BEAouv va LabBouv eplocoOTEPA YA Eva
OUYKEKPLUEVO BEN, oTo TENOG KABEe eyypddou PDF mapéxovtal cUVEECOL TPOG EWTEPLKEG TINYEG.

Ta teot autoafloAdynong Kal oL TPOCOUOLWOELG XPNOLUOomoLoUvTaL yia va BonBrioouv ToUG CUUUETEXOVIEG va
adopolwoouv KaAUTEPA TO eKMALSEUTIKO UALKO. OL TPOCOUOLWOELG TTapEXouv avatpododotnan, n onoia Bonba site
otnv emavaAnyn tou eKMalSeUTIKOU UALKOU €ite oTnV €KPABNon véwv Mpaypdtwyv. EMUTAEoV, oL POCOUOLWOELS
UropouV va xpnotponotnBouv e U0 TPOMOUG KOTA TN SLAPKELA TOU LaBr LaTOG: yia Labnon Kal yla EAEYX0 YVWOEWV.

To padnua pmopet va ameubuvetal otoug GOLTNTEG WG MEPOG €VOC HABNUOTOC, WG CUUMANPWHATIKO UALKO 1 wg
Eexwploth evotnta/padnua.
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ANAQOPEZ

1. 101 Al: Avayvwpion tou Phishing kat €kBeon yia ta keva Se§lotitwv
https://cyberphish.eu/wp-content/uploads/2021/07/I01-A1 EN_CYBERPHISH-REPORT survey-results.pdf
2. 101 A2: AvGAuon TwV UGLOTAUEVWY TIPOYPOUUATWY KATAPTLONG yla TNV a.oddAELa oToV KUBepvoXwpo.
https://cyberphish.eu/wp-content/uploads/2021/07/I01-A2 EN_CYBERPHISH-REPORT _study-analysis.pdf
3. 102 Al: ZUvtopn €k600n TWV MPOYPAUUATWY oTIoudwV yLa dtadoan
https://cyberphish.eu/wp-content/uploads/2021/07/102-A1 EN_Cyberphish-Short-Curriculum-Final.pdf
4. 102 A2: EKTETOMEVN EKSOON TWV TIPOYPOUUATWY GTIOUSWV YL TNV AVATTTUEN EKTTALSEVUTIKOU UALKOU KaL yLa
eKmalSeVOELG
https://cyberphish.eu/wp-content/uploads/2021/07/102-A2 EN_Cyberphish-Full-Curriculum-Final.pdf
5. User_Manual_for_training-Participants.pdf
oclvdeopoc]
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Napaptipata

Napdptnua 1. Napdadetypa NAEKTPOVIKAG MPOSKANGNG yla to padnua CyberPhish

=
We kindly invite you to participate in the

- online course about phishing!

Registration to online training: <link>

C?)

Duration of pilot training 4-6 week

You will learn about phishing attacks through an online training
material and a scenarios in which you will have to recognise
whether or not it is a phishing case and what actions you would
take in such a situation.

A

The scenarios tool will help you better understand fraud and
gain knowledge interactively.

All course participants completed the course will be awarded
certificates.

Participants completed course with highest scores will be
awarded prizes.

Course participants will develop competences that will help
them to highlight threats and take appropriate preventive
measures.

More information about the CyberPhish project:
https://cyberphish.eu/

@ QO 0 m

—

=
Trainings are organized in the framework of the @ CyberPhi
CyberPhish (Safeguarding against Phishing in the age of 4th == Safeguordng your dighal fufure
Industrial Revolution) project which is funded under the

Funded by the
Erasmus+ programme. Erasmus+ Programme

of the European Union
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Napadsiypa éviunng dpoppag ntpdokAnong yia to padnua CyberPhish

8
We kindly invite you to participate in the
online course about phishing!

[ Registration to online course:

Name and Surname

Name of education institution

Duration of pilot training 4-6 week.

ﬁ You will learn about phishing attacks through an online training
" material and a scenarios in which you will have to recognise whether
or not it is a phishing case and what actions you would take in such a
situation.

— 8l The scenarios tool will help you better understand fraud and gain
— || knowledge interactively.

~% All course participants completed the course will be awarded

~ certificates.

Participants completed course with highest scores will be awarded
prizes.

Course participants will develop competences that will help
them to highlight threats and take appropriate preventive
measures.

Trainings are organized in the framework of the CyberPhish
(Safeguarding against Phishing in the age of 4th Industrial Revolution)
_ project which is funded under the Erasmus+ programme.

All personal data contained in this document is collected during the implementation of the Erasmus + Program (2014-2020),
according to the European Commission's regulations. These will be stored and processed by Program Beneficiary
Organizations, NA, EC in accordance with Regulation (EU) 2016/679 of the European Parliament and of the Council of 27
April 2016 on the protection of individuals with regard to the processing of personal data and the free movement of these
data and repealing Directive 95/46 / EC (General Data Protection Directive - GDPR). The beneficiary organizations of the
Program, EC, NA will store and process these data according to Regulation (EC) no. No 45/2001 of the European Parliament
and of the Council of 18 December 2000 on the protection of individuals with regard to the processing of personal data by
the Community institutions and bodies and on the free movement of such data. During the event, photographs and / or

films will be taken for purposes of promoting and disseminating the results of Erasmus + funded projects. The materials will - Funded by the

not affect your personal or institutional image. By registering to this event you consent to being filmed and / or Erasmus+ Programme
photographed for the aforementioned reasons. of the European Union
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Napdptnua 2. Napdadetypa niotonotntikol oAokAnpwong padnudatwv CyberPhish

CERTIFICATE

OF COMPLETION ONLINE COURSE

c/lfamecgpmamw

has successfully completed the online training course

Safeguarding against Phishing in the age of 4th Industrial Revolution

This certificate was awarded on ___12 May, 2022

N\ Project funding source: Erasmus+ KA2 Strategic Partnerships. Funded by the
> vaerP} \ CyberPhish Project No 20268-1-LT81-KA203-678879, Erasmus+ Programme
“/ https://cyberphish.eu of the European Union
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Noapdptnpua 3. MNoapadslypa E£PWINUATOAOYIOU HETA TO MAONUA Yyl TOUG
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Post-Course Questionnaire for
participants

This survey is part of an EU funded CyberPhish project to design and develop e-learning
materials, blended learning environment, knowledge and skills self-evaluation and
knowledge evaluation system simulations for students and other users in order to prevent
from phishing attacks, raise competencies in this area for identification and prevention of

threats.

This survey will gather information from course participants who have completed the
CyberPhish course. The data will only be used for the purpose of the project.

The survey should take approximately 10-15 minutes to complete.

Thank you for your cooperation and your time.m

@\‘) I &g mail.com (nebendrinama) o)

Perjungti paskyra

*Privaloma
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Gender *

Occupation *

(O student
(O Employee
(O self-employed

O Business owners

O Other

19
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How would you evaluate your knowledge on these cybersecurity subjects after  *
finishing the CyberPhish course

| have gained a lot of | have improved my ,
| haven't learnt

new knowledge knowledge about anvthing new
about phishing phishing ything
Legal Aspects of
Cybersecurity O O O

The tendencies of

Cybersecurity O O O

landscape

Social engineering

O
O
O

Psychological
aspects of social
engineering

O
O
O

Types of Phishing
Attacks and
Techniques

Recognising
Phishing Attacks

Proactive actions of
cyber incidents

Handling Cyber-
attacks

o O O O
O O O O
o O O O
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How would you evaluate your knowledge on these cybersecurity subjects after  *
finishing the CyberPhish course

| have no
opinion

Introduction to
Cybersecurity O O O O

Satisfied Neutral Dissatidfied

Overview of

Cybersecurity O O O O

within the EU

Cyber-attacks -

Social
Engineering and O O O O

Phishing

Understanding

and Handling O O O O

Cyber-attacks

Your experience using simulations *

| have no

Strongly helped Helped Not helped opinion

Did the
simulations help

to improve your
skills O O O O

recognising
phishing?
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wz

Please rate your experience of the following elements of the CyberPhish course? *

St [
Strongly agree Agree Disagree disr:g?ez
| had a clear
understanding of
the course O O O O
objectives

| found the online
approach to

learning was O O O O

suitable for the
course

| found the

course content

covered the O O O O
course objectives

| found the
amount of time

given to
complete the O O O O
course to be

ample

| found the
training and

support

throughout the O O O O
course to be

appropriate
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| would

recommend this

course to other O O O O
people

The online

learning platform O O O O

was easy to use

What are the main benefits you gained from completing the CyberPhish course?
(Please provide one or two sentences)

Jusy atsakymas

Was there anything missing from the course or anything that could have been
improved? (Please provide one or two sentences)

Jusy atsakymas

Thank you for your participation in this survey and for completing the CyberPhish course!

Pateikti G Puslapis 1i$ 1 Valyti forma

23



RN Funded by the \&
LG Erasmus+ Programme ‘W vaerpi’
i of the European Union o=,

==/
=~ Safeguarding your digital future

Noapdptnua 4. NoapAadelypa EPWINUATOAOYIOU HETA TO MAONUA Yyl TOUG
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Post-Course Questionnaire for trainers/
consultants/ mentors

This survey is part of an EU funded project to design and develop e-learning materials,
blended learning environment, knowledge and skills self-evaluation and knowledge
evaluation system simulations for students and other users in order to prevent from
phishing attacks, raise competencies in this area for identification and prevention of

threats.

This survey will gather information from CyberPhish course
teachers/consultants/mentors. This survey will help to evaluate the project’s pilot
trainings.

The survey should take approximately 10-15 minutes to complete.

Thank you for your cooperation and your time.

& I @gmail.com (nebendrinama) &
Perjungti paskyra

*Privaloma
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Name *

Jusy atsakymas

Country *
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Please indicate how strongly you agree or disagree with the following statements *

Neither
Agree agree nor Disagree
disagree

Strongly
agree

Strongly
disagree

The structure and
content of the

course motivated O O O O O

participants to
complete it.

The time
provided for

participants to
pilot course was
sufficient.

Areas of topics
covered by the

course were
appropriate for O O O O O
the target

audience.

The appropriate
amount of detail

was provided for

the topics O O O O O
covered by the

programme.
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What other additional support or resources could have helped to organise the
course

Jusy atsakymas

Please indicate how much you agree or disagree with the following statement *

Fully achieved Ac.hleved toa Achieved to a Not achieved
high extent low extent
To what extent
has CyberPhish

achieved its goal

of introducing O O O O

cybersecurity
and phishing to
students

Other comments, suggestions

Jusy atsakymas

Thank you for your participation in this survey and for completing the CyberPhish course!
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